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Abstract. The global efforts to migrate government services and 

information to the Web aim to reduce the distance between citizens and 

government. A successful outcome will provide citizens with quick 

access to information which directly or indirectly affects their lives. 

However, given the large volume of available information and the 

changes required to make digital and actual media compatible, it is 

unlikely that citizens will benefit from this technological advance. This 

paper presents a new approach to electronic citizen-government 

interaction, e-Citizen, based on a multi-agent architecture to mediate 

this relationship. 
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1   Introduction 

Over the past decade citizens have experienced considerable growth in 

electronic business and services. This trend towards automation is also true 

for the government domain. Governments are, more and more, providing 

services for citizens by using existing information technologies. There is a 

remarkable effort to migrate government services to the electronic media. This 

effort aims to reduce operational costs and close the gap between government 

and citizen. However it also reveals a responsibility transferred to the citizen. 

In this scenario citizens must have a active role in checking their status with 

regard to public administration. The government assumes that it is the 

citizen’s responsibility to access this information once it is available. 

E-Gov is a label to designate the use of information and communication 

technology resources, namely web-based, in order to update the administrative 

machine and meet citizens’ needs [3, 4, 12, 14].    



This paper proposes e-Citizen, a distributed multi-agent system (MAS) to 

help citizens to deal with the e-government initiative. It uses a set of agents 

capable of representing citizens in their interaction with the various e-Gov 

federal, state and municipal institutions on the web. It requires a limited 

number of agents on the government sites, on the order of one per digital 

service provided. 

This multi-agent system plays an important role since it helps citizens to 

fulfill their responsibility regarding government systems on the Internet. Since 

these agents are cognitive, autonomous and adaptable, they properly decide 

upon what citizens need from government services, sparing their attendance. 

This enables citizens to keep up with government information of interest to 

their specific situations. 

Section 2 presents a survey of key issues on the government migration 

strategies for the digital era. Section 3 introduces the e-Citizen model 

followed by two experiments of Brazilian e-Gov, sections 4 and 5. Finally, 

section 6 the concludes this work with a discussion of the main contributions 

and limitations of the e-Citizen approach.  

2   The e-Institution 

On the basis of its computational infrastructure, in 2001 Brazil was ranked 

18th in a list of 132 countries for readiness for the e-government offer, even 

among developed countries [3]. A great effort of the Brazilian Federal 

Government has been geared toward the migration of government information 

and services to the Internet media in an attempt to provide greater 

transparency and to put the government within everyone’s reach [7].    

In 2002, the Brazilian Federal Government was already offering a wide 

range of Internet services, most of which were indicated on the government 

networks web site (Government Network – http://www.redegoverno.gov.br): 

950 services and 10,000 types of information at the federal level, plus 750 

services and 11,000 types of information at the state and municipal levels [7]. 

These services included tax return form submissions, notices of government 

purchases, monitoring of judicial proceedings, information about social 

security retirement policies and benefits, as well as information on Federal 

Government programs.   

Concerning Brazilian websites, the migration of categories of information, 

services and participation is distributed as illustrated in Figure 1. This 

distribution is based on g-Quality method evaluation [9] from 127 government 

websites distributed in the following form: 9 federal websites, 91 municipal 

websites (all of them in the state of Rio de Janeiro) and all the 27 capital city 

websites.  

The analysis process of digital migration is based on checking the number 

of services offered by the relevant municipalities through their official 

websites and available to the public via the Internet. We have checked the 



current volume of services and information that has actually migrated to  

digital media.   

Figure 1 illustrates the large volume of information and services already 

available on government websites. As for the display of information and 

services on the Web, we have noticed that it is comprehensive and relevant to  

citizens. 

Given the huge volume of information and services available and quickly 

updated, such as name formation, the use of a computational entity to assist 

citizens becomes very attractive. Only a computer-based system can optimize 

citizen’s goals in dealing with Internet-based government systems.   

Several projects have been presented to assist citizens in accessing 

information [5, 8, 10, 13], however none uses autonomous agents to free users 

from keeping ongoing track of government changes. Some of them are very 

domain specific, such a KIMSAC [5]. 
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Fig. 1. Migration Percentage of the governmental services 

Other multi-agent systems have been proposed [6, 11] where agents play an 

active role alerting citizens. 
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An earlier version of e-Citizen [6] was considered a centralized agency. 

Meo et. Al [11] proposed architecture similar to e-Citizen, with tree tier agent 

architecture similar to ours. However their approach is heavily centralized. 

Both the Intermediary Agent and the database of citizen profiles are single 

entities. Our approach is oriented toward a fully distributed system, which is 

the only alternative scalable to large numbers of citizens. 

3   e-Citizens Architecture 

 Our architecture is composed of a distributed multi-agent system with highly 

autonomous agent goals in the strict sense of the term. Agents are behavior 

driven. They try to keep up with information updates and emit messages when 

they detect information changes. 

Fig. 2. e-Citizen Architecture 
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interconnection with multiple legacy systems is required; 3) Multiple requests 

by many citizens can be done simultaneously; 4) There must be parallelism in 

tasks process; and also flexibility, scalability, pro-activity and high reliability. 

The pro-activity of the e-Citizen Agent and Distributor Agents should be 

particularly stressed. This feature can be noted in the e-Citizen Agent, for 

example when we check its ability to improve the citizen’s profile, thus 

increasing the precision of the results that are sent to the citizen. Several ways 

of detecting the needs of the citizen are useful, as: the basic information 

questionnaire; the citizen’s own response to the services offered; and a log 

analysis of the web/proxy servers. In the Distributor Agent, for example, 

when the agent consult the other Distributor Agents to see if some agent has a 

valid result in cache that has not yet expired or if it has the same request in 

progress. 

This architecture is based on two levels, as shown in Figure 2, e-Citizen 

Agent and Agency Agent. The external elements that make up the architecture 

are:  

� Proxy – a mechanism that allow access to a series of governmental 

information or services. These mechanisms are projected in a way that 

allows localization of the contents desired in a controlled and secure 

manner.  

� Government Base - governmental information and services migrated to 

the web environment and distributed among various governmental 

bases.   

� e-Gov Ontology - specifications whose objective is to create conditions 

of interaction of the federal government with other government 

departments and with society in general.  

3.1. The e-Citizen Agent 

The e-Citizen Agent obtains the user’s preferences and formulates plans for 

interaction. The obtained information is passed on to the citizen and its 

usefulness is constantly assessed by the agent according to user feedback. 

This can reduce or altogether eliminate access to certain topics. The e-Citizen 

Agent architecture is illustrated in Figure 3. 

The Apprentice element maintains the citizen's data and preferences, 

allowing the e-Citizen Agent to incorporate this information into the citizen’s 

profile. This is one of the great differences regarding the work in [11]. From 

this point, all the agents composing the proposed MAS start to execute their 

respective actions on the basis of their agendas created from the citizen’s 

elicited interests. Examples of preferences include: areas of interest, 

notification frequency, public and private personal data and the agent’s degree 

of autonomy. The Apprentice is also capable of learning about the usefulness 

of the information being produced based on citizen feedback, by monitoring 

information consumption patterns or direct instructions provided by the 

citizen. This usefulness will define whether access to specific information 

sources should be reduced or removed altogether from the agent’s agenda. For 



instance: a small businessman who is also head of a family could define 

‘social programs’ and ‘quality of life’ as being areas of interest; another user, 

after being informed about water quality in his neighborhood, may instruct the 

agent not to bother him again while the water quality remains the same.   

 

Fig. 3. e-Citizen Agent 

 

The Planner generates its plans based on the citizens’ areas of interest and 

the identified sources of information. That is, it is responsible for establishing 

interaction plans with the Agency Agent. 

If the e-Citizen Agent does not have the address of a distributor in cache or 

if the latter does not respond in a timely way, communication between the e-

Citizen Agent and the Distributors Agents will be via broadcast messages.  

In a general view, this architecture allows each e-Citizen Agent to represent 

a citizen to independently resolve a request and to reach the desired 

objectives. For each request from a citizen, a plan of action is sketched to be 

executed in information bases or governmental services, and the result of this 

execution is sent to the respective requester. 

3.2. Agency Agents 

The utilization of Agency Agents is intended to add a facilitating element to 

the agent society. The e-Citizen Agent knows the Agency society, which 

requires that it be able to answer and when a certain agent should be activated, 

based on its plans and interaction knowledge. Thus the presentation procedure 

among agents is simplified. 

A management strategy that was adopted in a global way to avoid overload 

in the Distribution Agent and Service Agents was to establish a number of 

requests considered excellent for each agent profile. In reaching the level of 

requests considered excellent, the agent creates a temporary copy of itself in a 

network machine that is available, with an acceptable level of service and 

stable functioning. This mechanism allows the proposed architecture to 



become scalable, dynamic and planned to operate with high availability with 

the installation of agents with the same skills and the same objectives 

distributed throughout the network.   

The Agency illustrated in Figure 1 is also a multi-agent system which 

works by receiving e-Citizen demands and triggers the adequate e-service 

agents to access and retrieve the needed information. Its operation involves 

two types of autonomous agents, as follows:  

 

Distributor Agent – the agent responsible for classifying, 

controlling and distributing requests to the Service Agents. It is 

responsible for all communication established between the e-Citizen 

Agent and the Service Agent, as illustrated in Figure 4. When 

receiving a message from an e-Citizen Agent, the distributor Agent 

checks to see if there is availability to execute the request, and if not, 

it will not announce itself.  

If the message received by the Distributor Agent contains generic 

data, the agent will consult the other distributor agents to see if some 

agent has a valid result in cache that has not yet expired or if it has 

the same request in progress.  

In the same way it was utilized previously, if the Distributor Agent 

does not have in cache the address of a Service Agent having the 

ability to execute the task or if the latter does not respond in a timely 

manner, communication between the Distributor Agent and the 

Services Agents will be via broadcast messages. 

Fig. 4. Distributor Agent 

 

• The Service Agent - Each Service Agent interacts with a specific 

information source appropriate for obtaining relevant information for 

the citizen. The Service Agent is illustrated in Figure 5. The Service 

Agent acts according to the executive plan sent by the Distributor 

Agent. Response to past actions is temporarily available in cache, 

and on this basis it can have authority to respond to the executive 

plan sent by a Distributor Agent. These agents make it possible to 



recuperate and provide information that the citizen needs or that 

might be of interest. The justification for including this layer in the 

architecture is to provide scalability for the resolution of requests and 

the inclusion/maintenance of any service without jeopardizing the 

functionalities of the proposed architecture. The elements and 

architecture proposed for Service Agents have the same structure as 

that proposed for the Distributor Agent. 

Fig. 5. Service Agents 

4. Pilot Study 

In order to gain deeper understanding of the considered model, and to identify 

its limitations and benefits, a pilot study was carried out during a 15-day 

period with a group of volunteers. This group was composed of 20 people 

having the following characteristics: 

• 17 volunteers actively working in the market, between 30 and 45 

years old; 

• 3 retired and over age 60 volunteers;  

• All the volunteers were householders in the city of Rio de Janeiro;  

• All the volunteers had e-mail accounts;  

• All the volunteers had experience with the Internet. 

4.1. Implemented Architecture and Test Infrastructure  

The agents developed for this experiment were: the e-Citizen Agent, the 

Agency Agents and Service Agents (Fire Services agent and IPTU Tax agent). 

The communication interface of the e-citizen MAS was developed using 

PHP programming language. The implemented MAS for the preliminary test 

phase considered only two Service Agents (level 2 - Figure 2) and simplified 



the activation order of the internal agent processes and the updates of 

interaction status (level 1 and 2 - Figure 2).  

This simplified architecture was developed using Java programming 

language and the Jade development framework [2]. The choice was based on 

the fact that it is developed in Java, a highly portable language, and because it 

follows the FIPA norm (Foundation for Intelligent Physical Agents) [1]. This 

infrastructure allows easy specification of multi-agent systems, including 

identification, location, and different services provided by an agent society. 

For this experiment, three servers with the following configuration were 

used: 

• e-mail server - MDaemon Software v9.0.4  

(http://webmail.addlabs.uff.br:3000).  

• Web server - MySql 5.0 database and Apache 5.1.6  

(http://www.addlabs.uff.br/~ecidadao).  

• Application server - Java 5.1.2600, MySql 5,0 and Jade 3.4. Mbps 

 

The Internet link used in the experiment supported 100 Mbps, and was 

shared with a variety of different services. 

4.2. Testing Procedure 

The group of volunteers was informed of the testing procedure by reading an 

illustrative folder on this research. 

The experiment started when each of the volunteers produced his/her 

personal and housing data. The e-Citizen system was customized with 

accessing agents capable of interacting with two certified governmental 

sources which are responsible for the collection of taxes with regard to: 

• Fire services 

• Urban territorial services (IPTU) 

 

After processing the information supplied by the volunteers and after 

interaction with the governmental sources for collection of the data, the e-

Citizen Agent informed each volunteer via e-mail of his/her situation 

regarding the Fire services and IPTU taxes. Data collected by the system 

revealed that:  

• Two volunteers were informed of the existence of debts related to 

Fire service taxes, one volunteer of debts from 2006 and other from 

2003, 2004 and 2006. 

• One volunteer was informed of the existence of debts related to  

IPTU tax of 2006. 

 

The performance of services implemented for the preliminary test (Fire 

services and IPTU taxes) was: 100% successful hits and 0% to false 

positives/negatives. 

In order to evaluate the performance of the system and the consistency of 

the information supplied by the agents, each item was verified directly in the 



sources of official governmental information. In the case of the notified 

volunteers, we verified whether they had met the remarks presented by the e-

Citizen system. On this point, the existence of a problem concerning the 

computerization of governmental services could be verified: information had 

been made available to citizens; however, 8 volunteers were unaware of the 

availability of these services on the Web. In the case of the experiment in 

question, the volunteers were unaware of the pending highlighted by the 

system, and they had never accessed the respective sites. 

5. The Brazilian Case Study  

In the case study in question to validate the e-Citizen model, 200 volunteers 

were randomly selected. These volunteers are employees of the Brazilian 

Institute of Geography and Statistics and students/employees of the Federal 

Fluminense University. This sample was separated in two groups of 100 

persons each, with the following characteristics: 

• First group – those who would not use the e-Citizen environment. All 

performed their activities with no support from the system;  

• Second group – those who would be assisted by the e-Citizen 

environment. 

 

The points of comparison to be analyzed between the groups of volunteers 

will be:  

• The interest of the volunteers in relation to the domain of 

government application;  

• The ratio of useful accesses in relation to the total traffic of the 

governmental sites;  

• The effort and time invested by volunteers to verify the information 

and services of their interest. 

 

The evaluation process was initiated in the following manner:  

• For group 1, we requested the manual filling in of the volunteer 

profile, as well as validation of their agenda;  

• For group 2, we requested filling in of the volunteer profile and 

validation of their agenda through the e-Citizen system developed for 

this research. 

This experiment started in May, 2007 and will run until December. The e-

Citizen system was customized by accessing agents capable of interacting 

with six certified governmental sources that are responsible for the collection 

of taxes, regarding and monitoring the situation of the citizen: 

• Fire services 

• Urban territorial services (IPTU) 

• Active city debt 

• Fines per automotive vehicle or bus 

• Regional Electoral Court 



• Federal integrated protocol system  

 

For group 1, a monitoring record, personalized with the interest profile of  

each volunteer, will be prepared. The system periodically requests an 

indication from the volunteers about when the information requested was 

verified. This information will be crossed with proxy servers log files in order 

to maximize the trustworthiness of the collected information. 

For those belonging to group 2, the interaction plan will be generated 

automatically. When processing the interaction plans, the volunteers will be 

notified by e-mail whenever some situation registered in their record of 

interest is detected. Each volunteer will have to confirm whether the 

information indicated by the system via email is or is not of interest. 

6. DISCUSSION 

e-Gov is here to stay. It offers new issues for citizen-government interaction. 

The e-Citizen model proposed here is an approach to keep citizens 

permanently aware of their duties and rights regarding the government.  

By using agent technology to solve this problem, we created a citizens’ 

avatar for virtual government institutions (e-Institutions), thus ensuring 

greater efficiency and access to opportunities that are relevant to their 

interests.  By being autonomous and adaptable, these agents have an 

incremental ability to decide what could be important for citizens, even if they 

are not present.  

From our initial evaluations, we have noticed a potential for uncovering 

critical situations in which quick action was required of the citizen, but would 

have gone unnoticed without e-Citizen. The subjects involved in the 

experiment were pleased with the e-Citizen  response. 

To further demonstrate the viability of the described model in this work, an 

empirical study is being developed and applied to a sample of users of two 

government institutions: the Brazilian Institute of Geography and Statistics 

(IBGE) and the Fluminense Federal University. This sample consists of 200 

citizens who were randomly selected and divided in two groups. This study 

will be carried out for 60 consecutive days. 

The limiting aspect of this study is the number of services offered in the 

preliminary experiment. For the empirical study, new agents are being made 

available to access governmental bases, such as the periodic monitoring of 

traffic tickets, monitoring of tax payments on automobiles and tracking of  

governmental campaigns (public health in particular).  

Challenges include the volume of information and its heterogeneous nature, 

the need to delineate the different types of citizens and integration with 

preexisting information systems.  
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